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Agreement on the project 15/NMF PL 15/14 Secure Europe without
borders was signed between the Ministry of Internal Affairs and the
Regional Police Headquarters in £tddz on the 30th of December 2014

The project provided 11 specialistic trainings on computer forensics,
dedicated to 90 police officers and employees from forensic laboratories
and intelligence divisions as well as divisions for the fight against
cybercrime from 6 police units

Total project value 1 288 930,00 PLN
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Leader of the Project: Regional Police Headquarters in t6dz

Project Partners:

*Central Forensic Science Laboratory in Warsaw
*Regional Police Headquarters in Krakéw
*Regional Police Headquarters in Bydgoszcz
*Regional Police Headquarters in Poznan

*Regional Police Headquarters in Radom
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* Development and improvement of the structures, systems and technical equipment for
improvement of implementing Schengen acquis.

* Extending the abilities of services to prevent and combat cross-border criminality and human
trafficking

* Increasing the practical skills of project participants

* Strengthening the cooperation between project partners

* Training the specialists in the area of computer forensics

*  Evolving common models of combating cross-border crimes




Project Indicators

and organized crimes

. . Source of
Outcomes Indicator Base value | Final value -
verification
Development and improvement of . ftraini - Traini
structures, systems and technical ) umI ero tramlggs aiming at f ' ralr'ung reports,
equipment for improving the eve opment an |mprfove|rpent o 0 1 invoices,
implementation of Schengen adGilis cooperatlon systems of police acceptance
services protocols
Products Indicator Base value | Final value e ..
verification
Extending the knowledge of the trainees NP £ offi q |
about the Schengen acquis and skills of u_m grs 0 ob |cers. aInS Emp oyees Attendance list,
using the equipment associated with tramfe Or; su ) star;]tla C_ gheen 0 920 training reports,
Schengen acquis and using the equipment certificates
related to Schengen
Number of services participating in
Increasing the knowledge of trainees the project aiming at improving Letters of intent,
about prevention methods as well as potential of preventing and . - partnership
detecting and investigating cross — detecting cross — border and agreements,
border and organized crimes organized crimes training reports
Enhencing the police technical
. . . . Acceptance
equipment for combating cross-border [Quantity of purchased equipment 0 1 Sieesd
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No Training Topic
1 Computer Forensics Procertiv

2 Data Recovery Net Computer
3 Invigilation with Elements of Computer Forensic Net Computer
4 Hacking — Attack and Defence Media
5 Automation of Reporting and VBA Data Analysis Procertiv
6 Analysis of Mobile Devices — Logical Level Net Computer
7 Analysis of Mobile Devices — Physical Level
8 Video Forensics Procertiv
9 Finger — Print Technology and Video Record Procertiv
BETIS
10 Mechanoscopy 1 — Reading Data from ECUs
Systemy
11 | Machanoscopy 2 — Disclosure of Unauthorised Openings Traces of | zabezpieczen J6zef
Certified Equipment and New Vehicle Models Matyjas
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No. Training Topic Project Participants According to Police Units
CFsL

1 Computer Forensics z 4 3 3 3 3 8 24
2 Data Recovery 3 2 1 - 1 1 8
3 Invigilation with Elements of Computer Forensic 17 2 3 3 3 9 37
4 Hacking — Attack and Defence 16 3 3 3 3 9 37
5 Automation of Reporting and VBA Data Analysis 8 > = = = = 8
6 Analysis of Mobile Devices — Logical Level 7 1 1 1 1 1 12
7 Analysis of Mobile Devices — Physical Level
8 Video Forensics 8 = = 5 5 5 8
9 Finger — Print Technology and Video Record 12 > 3 4 8 8 35
10 Mechanoscopy 1 — Reading Data from ECUs 7 3 4 2 2 2 20
11 Machanoscopy 2 - Disclosure of Unauthorised 7 4 4 4 5 3 27

Opening Traces of Certified Equipment and New

Vehicle Models

Total 89 18 22 20 26 41 216
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score
1 | How do you rate the value of knowledge transferred by the trainer? 5,3
2 | How much has the training improved your knowledge about the subject? 5,01
3 | To what extent will you be able to take advantage of the newly gained knowledge in practice? 4,45
4 | How much has the training content met your expectations? 4,67
5 | Has the equipment provided by the training company met the training needs? 5,02
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Data Recovery (8 participants, training company:
Net Computer, contract value: 127 168,00 zf,
8 training days)

Disclosure of Unauthorised Opening Traces of
Certified Equipment and New Vehicle Models
(27 participants, training company: Systemy
Zabezpieczen J. Matyjas, contract value:

25 999,00 zt, 3 training days)

T SRR

. TR

Invigilation with Elements of Computer Forensics
(37 participants, training company: Net Computer,
contract value: 90 576,00 zt, 4 training days)
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Hacking —
Attack
and Defence

Analysis of Mobile Devices —
Logical and Physical Levels
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e Strengthening competencies associated with combating cross — border and
organized crimes

* Improving public security and protection of Schengen acquis
* Increasing efficiency of responding to threats
* Enhancing cooperation between project partners

e Strengthening Polish position among European law enforcement partners
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Magdalena Sieminska

Specialist at Assistance Fund Team
Financial Department

Regional Police Headquarters in tadz
Tel.: 042 665-30-71
E-mail: magdalena.sieminska@Ild.policja.gov.pl



